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T pac kpatael Evmviovg To Ppaodv

e TIC teAeuTaieg 2 OEKAETIEG N opada pag avaAuel Kal aEloAoyel cuotnpata
AOYIOHIKOU PEYAANG KAIPHAKAC TTPOKEIPEVOU va BonBNoouUPE TIC ETALPEIEC va
AVTIHETWTIooUV TMBavda pioka Kal eEAattwpata mou oxetilovtal Je autd.

e ’‘Exoupe cuveldntomolnocel OTL N TEXVOAOYiA TTOU TTApAyEl EVAg opyaviopHog
glvat o KaBpEQINg Tou.

e JXtnv Coded4Thought petatpEmoupe OAN AUTH TNV TEXVOYVWOId
otnv texvoAoyia PyThia mou diacgpalilel 6Tt ta povtéAa Al/ML 6a
xapaktnpilovtal amo:

o Avtikelpevikotnta (Fairness)
o Aoyodocia (Accountability)
o Awagavela (Transparency)
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Agenda

o [leprypawn MpoBAnpatog Kat Kavoviotikou MAatciou

e AvdAuon xapaktnplotikwy F.Acc.T (Fairness, Accountability, Transparency)
KAl TPOKANGELG ota mAaicla tng odnyiag GDPR

e H epmotoouvn w¢ amapaiTNTO CUCTATIKO ETMITUXIAC TWV AAYOPIOUIKWY
OUCTNHATWY

e PyThia Demo
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MlT Artificial Intelligence Dec 20

Technology A US government study confirms most face
Review recognition systems are racist

Artificial Intelligence Oct25 o ®
A biased medical algorithm favored white people M a.C h I n E B I aS

for health-care programs There's software used across the country to predict future criminals. And it's biased against blacks.

PUBLIC RELEASE: 9-APR-2015 THEVERGE  1cch - REVIEWS - SCIENCE - CREATORS - ENTERTAINMENT - VIDED  MORE

Who's a CEO? Google image results can B amazon reportedly scraps internal Al recruiting

Harvard

shift gender biases g tool that was biased against women

UNIVERSITY OF WASHINGTON R

= The secret program penalized applications that contained the word “women’s”
VDvehcelgeAVI%g;I:I‘e‘ vzlcéé /ncent | ¢ A rtificial Intelligence

T X W||| Be Heard There’s an easy way to make lending
< P X\N b 5 Thabdors (Thise Law i Uy Akia fairer for women. Trouble is, it’s illegal.

_ Goldman Sachs defendediitself in the Apple Card scandal by saying
it did not consider gender when calculating creditworthiness. If it did,

- Apple Cardis being invegti_ga!:ed over claimsit that could actually mitigate the problem.
. gives women lower credit limits

Artificial Intelligence Nov 11

byKarenHao | amonthago




H teyvoAloyla oav HePOC NS 10TOPLOC

Microsoft Urged To Follow

Amazon And IBM: Sto > . s oy
Selling Facial Recognitpion Microsoft won’t sell police its facial-recognition

To Cops After George technology, following similar moves by Amazon
Floyd’s Death and IBM

Technology

Th B s

Big tech companies back away from selling facial recognition to
police. That’s progress.

After IBM, Amazon, and Microsoft upend their facial recognition businesses,
attention turns to federal lawmakers.

By Rebecca Heilweil | Updated Jun 11,2020, 5:02pm EDT
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Kavoviotika tAaioia kat NouoBeoia

[evikog Kavoviopog yia tnv MNMpootacia Asdopevwy ( ), Eupwmaikn

‘Evwon (AmpiAtog, 2016)

Personal Information Protection and Electronic Documents Act ( ),
Kavadag (2001)

California Consumer Privacy Act ( ), H.M.A (louviog, 2018)

on Artificial Intelligence - A European approach to excellence
and trust (®eBpoudplog, 2020)

otn Aavia ywa Al & Data Ethics (Matog, 2020)
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https://gdpr.eu
https://laws-lois.justice.gc.ca/ENG/ACTS/P-8.6/FullText.html
https://oag.ca.gov/privacy/ccpa
https://ec.europa.eu/info/publications/white-paper-artificial-intelligence-european-approach-excellence-and-trust_en
https://www.folketingstidende.dk/samling/20191/lovforslag/L124B/20191_L124B_som_vedtaget.pdf

Apyec tne GDPR
ApBpO 5 GDPR:

(1) “Ta 6edopEva MPOoWTIKOU xapaktnpa umoBAaAAovtdl 6€ cUVVOMN Kal Bepitn
eme€epyaocia pe dla@avn TPOTO GE OXEON HE TO UTTOKEIPEVO TwWV OEOOUEVWY”
o vougotnta (lawfulness)
O QAVTIKEIMEVIKOTNTA (fairness)

o Olawavela (transparency)

O

(2) “O umeubuvocg emeEepyaoiac PEPEL TNV EUBUVN Kal eival og BEon va amooeiEel

TN CUPPOP®pWOoN HE TNV Tapaypaqgo 1”
o Aoyodooia (accountability)
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Avtikelpevikomnta kat GDPR (Fairness)
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ITAnOwpa Epunveliwv

e Metagppaon tou fair ota EAAnvika otn GDPR:
o Xta apbpa: Osuitn
o XTIC AITIOAOYIKEG ZKEWELC (recitals): dikain

o AlAPOPEC EPUNVEIEC:
o Mn dakpion
o Aikain e€ilcoppomnnon [1],
s AVAAOYIKOTNTA PETAEU CUHPEPOVTWY KAl avayKaloTnTdg OKOTWY,
o Awadikaotikn dikaioouvn [1],
s  Kabnkovta dladavelag, TNV EMKAPOTNTA KAl To BApog tng gppovtidag Twv
uTTEUBUVWY emme€epyaociag OsOOPEVWY.
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2UVOEOT] O1APAVELAC-LT O1AKPLOTC-AVTIKEILEVIKOTNTOC
ApBpo 13(2), 14(2) kat 40(2):

“yia tnv eEaopalion Osuitng kai dtapavoug sneepyaoiac”

AtioAoyikn ZKEWN 71:

“lNpokelugvou va olacpaliobei dikain kai olaPavng eneéepyaocia oe oxeon LE 1O
UTTOKEIUEVO TwV 0E00UEVWY, [...], 0 umevBuvoc eneéepyaciac 6a npenei [...] va
£Qapuolel TEXVIKA Kal 0pyavwTIKa UETPA, wWoTe va olopBwvovial ol mapdyovieg
ToU 00NyoUV o€ avakpiBeleg og OEOOPEVA TTPOCWTIIKOU XAPAKTNPA KAl Va
geAaxiotomoleital o Kivouvog opaApdtwy,” onwc “ta anoteAéopata OlakPICEWY
o€ Bapog QuUOoIKwVY Mpoownwv Bdosl tng QUAETIKNG 1) EBVOTIKNG KATAywyng, Twv
MOAITIKWV PPOovNUdTwV, TNG Bpnokeiag n twv nenolbnoswy, [...J”
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IIpootatevoueveec Opaoeg
e OuAn kai EOvikn kataywyn, Xpwua

o [Directive 2000/43/EC, Council’s Framework Decision on combating racism and xenophobia],
o [Civil Rights Act of 1964]
e Opnokeia n miotn, avamnpia, nAikia, ce€ouaAlKOC TPOGAVATOAIGHOG
o [Directive 2000/78/EC, Directive Proposal (COM(2008)462), Charter of Fund. Rights (Art. 21)]
o [Civil Rights Act of 1964, Equal Pay Act of 1963, Age Discrimination in Employment Act of 1967]
o ®ulo
o  [Charter of Fundamental Rights (Art. 21 & 23), Directive 2006/54/EC, TFEU (Art. 8 157)]
o [Civil Rights Act of 1964, Equal Pay Act of 1963]
e OIKoOyEVEIAKN KAtAaotaon
o  [Charter of Fundamental Rights, Art. 7]
o [Civil Rights Act of 1968]
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IToAec MeTpikeg AVTIKEIUEVIKOTITOC

Translation tutorial:

21 fairness definitions and their politics

Narayanan

@random_walker

Tutorial: 21 fairness definitions and their politics
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Amtoyn ¢ Code4Thought: Metpikr) AVTIKEIUEVIKOTNTOC

Disparate Impact Ratio

e TO MOCOOTO TWV ATOHWY TTOU AAPBAVOUV £V CUYKEKPIPEVO ATTOTEAECHA YA
OUO opaodEC.

e Kavovac twVv % [U.S. Equal Employment Opportunity Commission (EEOC)]

o “a selection rate for any race, sex, or ethnic group less than four-fifths
(or 80%) of the rate for the group with the highest rate will generally
be regarded [...] as evidence of adverse impact” [3]

e Industry standard
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Alagpavela kat GDPR (Transparency)
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Alauaymn ota mAatola e GDPR

xplanation of Automated Decision-

3 sPin the General Data
Protection Regulation @

Sandra Wachter, Brent Mittelstadt, Luciano Floridi  Author Notes

International Data Privac Law, Volume 7, Issue 2, May 2017, Pages 76-99,
https://doi.org/10.1093/idpl/ipx005

Published: 03 June 2017

Mnyn: [4]

Gianclaudio Malgieri ™, Giovanni Comandé

International Data Privacy Law, Volume 7, Issue 4, November 2017, Pages 243-265,

https://doi.org/10.1093/idpl/ipx019
Published: 13 November2017 Article history v
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AECUEVTIKI ATTOPAOT)

ApBpo 22 mapaypawoc 3 GDPR

“o0 umeuBuvocg eme€epyaoiag epappolel KataAAnAa PETPA yla tnv mpootacia
TWV OIKALWHATWY, TWV EAEUBEPLWV KAl TWV EVVOHWY CUHPEPOVIWY TOU
UTTOKEIPEVOU TWV OEOOPEVWY, TOUAAXIOTOV TOU OIKALWUATOS £€AcPAAIONG
avBpwmivng mapEpBaong amo tnv MAEUpd Tou UTreuBuvou eme€epyaaciag,

EK@PACNG Amowng Kal aggioBATnong tng amowaong.”.
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Mn 0€0UEVTIKT ATTOPAOoN

Attioloyikn okewn (recital) 71 GDPR
“To uttoKeipevo Twv OedoPEVWY Ba TTPETTEL va €XEL TO OLKAIWHA va PNV UTTOKELTAL
o€ amowaon, [...] AapBavopevn amoKAEIOTIKA BACEI AUTOUATOTOINHEVNG
eme€epyaoiag [...] omwg

o0 N autopatn dpvnon aitnong miotwong n
O TPAKTIKEG NAEKTPOVIKWY TTPOCANWEWY XWPIC avOpwtivn TapepBaon.

Qot000, Ba MPEMEL va eMTPETETAL [...] OTAV TO UTTOKEIPIEVO TWV OEOOPEVWYV
TAPEXEL TN PNTN ouyKatabeon Tou. Xe KABe mepimtwon, n eme€epyaoia auvtn 6a
TTPETEL VA UTTOKELTAL O KATAAANAEC EYYUNOELG, [...] omwc To Sikaiwpa va AdBel

diTIoAOynon TNG amo@aong mou eANYON 6To TAAiIcLo TNG €V AOYw EKTIPNONG”
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H owauayn oev teAeiwvel e0w...

ApBpo 15(1) (n) GDPR:

0 UTTEUBUVOC eTe€epyaciag MPETEL VA TTAPEXEL

“ONUAavTIKEC MANPOWOPIEC OXETIKA E TN AOYIKN ToU akoAouBsitat”
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“mAnpo@opiec oxetika ue ™ Aoyikn mov axkorovOeitar” |

e Mepikol akadnpaikoi ([4], [5], [6]) EMXEPNHATOAOYOUV OTL:
O  AVAWEPETAl HOVO OTN YEVIKN OOMN TOU HovIEAOU emeEepyaaniag, apa
o ol EENYNOELC YIA ATOHIKEG ATTOPACELC OEV €ival AmapaitnNTEG

e AAAol [7] moteUoUY OTL :

o Ot mAnpogopiec pmopoUv va €Xouv vonua povo av Bonbouv ta
UTTOKEIPEVA TwV O£OOUEVWY VA ACKNOOUV Ta OIKALWHATA Toug BACEL TOU
ApBpo 22 (1) kat (3) GDPR, to omoio meptAapBavel To diKkaiwpa
ap@loBntnong Tng amowaong.

o Ot €ENYNOELG TWV ATTOPACEWY TTAPEXOUV TNV duvaTOTNTA APPLEBNTNONG
NG amoyaong.
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EvkoAn ocvppoppwon (“mapabvpaxt”)

”

e “amo@docic anokA&elOTIKA Bdoel autouatonoinuevng ene€epyaoiag

e Emopévwg, kabe gidoug avBpwivn mapEpBaon otnv eEayopevn amo to
aAyoplOpIKO cuotnua amo@aon £€AlPEl TOV EAEYKTN ATO TOUG
mEPLOPIoUOUC Tou ApBpou 22 kat 15 (1)(n) Tng GDPR
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Amoyn ¢ Coded4Thought

e H mapoxn tng e€ENynong MPEMEL va ATALTEITAL O KABE MEPIMTWON AUTOHATNG
aAyoplBUIKAG amogaong akopn Kat av dtapecoAaBei avBpwmivog
Tapayovtag yla tTn Anyn tng TEAKNG amowaocnc.

e H mapoxn tng e€Rynong MPEMEL MPWTIOTWE VA YIVETAL OE ATOUIKO EMITTESO
(local explanation) kat otn cuveExela o€ yeVIKO/0ALKO (global explanation).

e H xpnon tng texvoAoyiag pmopel va OlEUKOAUVEL KAl AUTOHUATOTIOINOEL TNV
Tapoxn £ENyNCEwV o€ KABE eMiTESO (ATOUIKO/YEVIKO).
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Teyvnt Nonuoovvn we “Mavpo Kovtl”
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Katnyopiec ueboodowv eneEnynonce

Transparrent
Models

Explanation by Surrogate
Simplification Models

Feature
SHAP

relevance
explanation

Explainability

Approaches 5 i
pp Model-Agnostic Anchors

Local-

explanations LIME
Counterfactual

Opaque Post-Hoc
Models Explainability Visual

explanations

ICE

PDP

Explanation by

Model-Specific simplification InTrees
Feature
Feature
relevance Importance

NP :
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Katnyopiec neboodowyv enelnynong

Transparrent
Models

Explanation by
Simplification

Feature
relevance
Explainability explanation
Approaches Model-Agnostic

Local-
explanations

Post-Hoc
Explainability Visual
explanations

Explanation by

Model-Specific Simplification

* A. Messalas, Y. Kanellopoulos, and C. Makris,
“Model-agnostic interpretability with shapley values,” 2019
1oth International Conference on Information, Intelligence,
Systems and Applications (IISA), pp. 1—7, 2019. Feature
relevance

\II C
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Aoyodootla (Accountability)



H e€ovota ekppaldetar OAO KAl TTEPIOOOTEPO AAYOP1OUIKA

““HOn onuepa, n “aAndela” kabopiletat
amo Ta KopuPaid amoteAEopatd
n¢ avadntnong oto Google.”

Yuval Noah Harari,
“21 yabnuata yia tov 210 aiwva”
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Aoyooootia kat GDPR

ApBpo 5 (2) GDPR:
“O untevBuvocg enie€epyaoiac pepel TNV EVOUVN Kal gival og Beon va anooei€el
oulUuop@won HE Tnv napaypago 1 (Aoyodocia)”

ApBpo 24 (1) GDPR:
“0 untevBuvocg eneéepyaoiac papuolel kKatdAAnAa TEXVIKA Kal 0pyavwTIKA HETPA
MPOKEIUEVOU va OlacaAilel kal va Umopei va amoOEIKVUEL OTI N eneepyaoia
OleVEPYEiTal ocUUPWVa LE TOV Mapovta Kavoviouo.”
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A&ioloywvtag t Aoyodooia*: Xpnon Epwtnuatoioyiov (checklist)
Not priorities

@ Code4Thought

[@ DASHBOARD
Sg MY MODELS

No annotations

Unsupervised model

* Y. Kanellopoulos, “Accountability of Algorithmic Systems: How We Can Control What We Can’t Exactly Measure” ]
, March 2019.

** H. Tagiou, Y. Kanellopoulos, C. Makris, C. Aridas, “A tool supported framework for the Assessment of Algorithmic

Accountability”, in International Conference on Information, Intelligence, Systems and Applications (1ISA), July 2019.

*** High-Level Expert Group on Artificial Intelligence (Al HLEG), “Assessment List for Trustworthy Artificial Intelligence I

(ALTAI) for self-assessment”, 2020
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https://www.cutter.com/offer/accountability-algorithmic-systems-how-we-can-control-what-we-can%E2%80%99t-exactly-measure
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[IpokAnoeic yia emtuyn vAomoinon AI/ML

e EmAoyn ocwotng Auong (OnA. KataAAnAo poviéAo) yia eva 0£00HEVO
EMIXELPNUATIKO TTPOBANpA.

e Anploupyia KataAANAwY cUVOAWY OeOOPEVWY eKTTAIdEUONG (TT.X. EAAEWYN
ETIKETWYV) Yld TA HOVTEAQ.

e ‘EAA£lyn egmotooUvnNG OTA ATMOTEAEOUATA EVOG HOVTEAOU KATA TNV
avantuén tou.
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[IpokAT|O€IC Y10 XTIOIUO EUTTIOTOOVVIC

e O texviKEG opadeg maoxi(ouv yia akpiBela Kat ypnyopn mapddoon Kat
OXL TOOO Yla Tn dnploupyla epmotoouvng.

e H Aoyodoocia Kal n avtKEIPEVIKOTNTA £ival amAWC HETAYEVECTEPEC
OKEWEIC aTTO TN AEITOUPYLKN TAapddoon Tou HOVIEAOU.

e ‘Otav emBAAAETAl EYTTIOTOOUVN WG KAVOVIOTIKNA amaitnon (m.x. olagavela)

epappolovtal ad-hoc kat epamal AUoelg. Asv UTTAPXEL CUVEXELQ,
BlwolpotnTa Twv AUCEWV.
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Apyec e Code4Thought yia tnv PyThia

e AmAOTNTA AAAA OXL amAolkotntd.
o Alagpadvela aAAd pe EMAEKTIKOTNTAL.

e Xpnon ava@opwyv/mpotunwy/epwWTNHATOAOYIWV.
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\
Ava@popeg
[1] D. Clifford and J. Ausloos, "Data Protection and the Role of Fairness”, Yearbook of European Law, vol. 37,
pp. 130-187, 2018.

[2] Narayanan A, Tutorial: 21 fairness definitions and their politics, ACM FAT*, 2018 [ ]
[3] EEOC Uniform Guidelines on Employee Selection Procedures, 29 C.F.R.§ 1607.4(D) (2018).

[4] Wachter S, Mittelstadt B, Floridi L (2017) Why a right to explanation of automated decision-making does not
exist in the general data protection regulation. Int Data Priv Law 7(2):76-99

[5] Malgieri G, Comandé G (2017) Why a right to legibility of automated decision-making exists in the general
data protection regulation. Int Data Priv Law 7(6):243-265

[6] Party ADPW (2017) Guidelines on automated individual decision-making and profiling for the purposes of
regulation 2016/679

[7] Selbst AD, Powles J (2017) Meaningful information and the right to explanation. Int Data Priv Law
., 7(4):233-242
<> code4thought


https://www.youtube.com/watch?v=jIXIuYdnyyk

To emotnuoviko vtoPadpo e PyThia

e BiBAia:
o  “Use model-agnostic explanations for finding bias in black box models”, Y. Kanellopoulos and
A. Messalas, “97 Things About Ethics” edited by Bill Franks, ISBN-13: 978-1492072669,
O’Reilly, August 2020;
o  “Make Accountability a Priority”, Y. Kanellopoulos, “97 Things About Ethics” edited by Bill
Franks, ISBN-13: 978-1492072669, O’Reilly, August 2020.
e Akadnudika uvedpia:
o  “PyThia: A Reporting Tool on Bias Evaluation and Mitigation”, Mechanism Design For Social
Good International Workshop (MD45G), August 2020;
o  “Model-Agnostic Interpretability with Shapley Values” A. Messalas, Y. Kanellopoulos, C.
Makris. International Conference on Information, Intelligence, Systems and Applications
(1ISA), July 2019;
o  “A tool supported framework for the Assessment of Algorithmic Accountability”, H. Tagiou,
Y. Kanellopoulos, C. Makris, C. Aridas, International Conference on Information, Intelligence,
Systems and Applications (1ISA), July 2019.

e [eplodikda (Journals):

o  “Accountability of Algorithmic Systems: How We Can Control What We Can’t Exactly
Measure”, Yiannis Kanellopoulos, Cutter Business Technology Journal, March 2019.
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PyThia Demo



